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Abstract

Internet is a collection of many distributed autonomous network domains. These domains
deploy only limited control services amongst each other, most notably Border Gateway
Protocol (BGP), primarily due to understandable security, integrity and management reasons.
This construct can thus be attributed to hindering in development of powerful inter-domain
control services that perform end-to-end network service provisioning such as QoS.

The benefits though of having a dynamic end-to-end Quality of Service (QoS) provi-
sioning service for multi-domain networks are in tuning to real-time application resource
requirements. The need for such an application-centric QoS framework is now more than
ever as Internet traffic is continuously increasing and ability to provision network service
in real-time at user application level would result in efficiency saving on under and over-
provisioning.

Existing end-to-end QoS frameworks such as IntServ and Multi-protocol Label Switching
(MPLS) lack dynamicity primarily attributed to distributed domain control-plane apart from
also being hindered in deployment due to lack of activity in inter-domain control-plane as
discussed previously. This Thesis proposes solution in form of a dynamic application-centric
QoS framework utilizing Software Defined Networking (SDN) breakthrough. SDN controller
is proposal of a centralized and thus dynamic domain control-plane, while collaboration
between such per-domain control-planes referred to as SDN Federation enables ground for
securing and enriching inter-domain control-plane as well, potentially improving upon the
dynamicity limitations of legacy frameworks.

The proposed framework named MPLS-as-a-Service (MaaS), is an implementation of
prominent Internet Traffic Engineering (TE) framework - MPLS in SDN controller. The
resultant SDN-MPLS control-plane made dynamic by SDN (Federation) enables network
operators to swiftly provision QoS Label Switched Path (LSP)s and offer MPLS as a service
model compared to present day long-term contracts. The complete design of MaaS is
provided in the thesis, while the design of supporting underlying SDN-IP-BGP control-plane
is also considered. This highlights a stand-out feature of the proposal as current research

direction in end-to-end QoS provisioning is from outside domain control-plane orchestrated
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by third-party vendors, while we propose a native and in-network solution courtesy of this
SDN-MPLS-IP-BGP control-plane.

An easy to provision multi-domain network testbed is also created through virtual devices.
MaaS and the underlying SDN control-plane is developed as well as demonstrated on
this testbed. Apart from the dynamic inter-domain QoS property, MaaS is equipped with
more adaptive error-handling through a service renegotiation mechanism and scalability

enhancement measures over legacy MPLS which as well are demonstrated on the testbed.
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Chapter 1

Introduction

1.1 Motivation

1.1.1 Application-Centric QoS

Internet from its rather humble beginnings has evolved into a ubiquitous resource largely
impacting every aspect of human life. This drastic increase in embracement of Internet
is evident if we consider that the catalogue of user-applications empowered by Internet
has increased from World Wide Web for accessing static documents remotely and E-Mail
services, to much more demanding services such as real-time audio-video communication
systems, video streaming, IPTV, cloud computing, among others. This trend and utilization
is expected to continue as next-generation of users come online, and new network-intensive
applications are being developed for increasing user needs and satisfaction such as Internet of
Things, Mobile Edge Computing, Content Delivery Networks, 4K and 8K video streaming.

To keep up with and further foster this innovation, Internet networks also need to evolve.
These multitude of applications will have different network resource requirements in terms
of bandwidth and delay, and varying level of sensitivity to degraded network service in terms
of jitter, packet-loss, etc. Therefore, it is important for existing network resource allocation
approaches to evolve so as to more finely provision resources at an application level, and
to adapt such resources to dynamic and real-time changes in application requirements over
time. A significant challenge herein is for network control and data-plane to adjust with
the dynamicity imposed by application-level provisioning, as well as scaling up to support
per-flow QoS provisioning. Emergence of Software Defined Networking (SDN) and Network

Function Virtualization (NFV) however provide an opportunity to solve these challenges.
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Moving towards application-centric and dynamic model of QoS would enable on-demand
network service provisioning and thus flexibility in terms of mitigating under-provisioning
and over-provisioning limitations. It will also lead to increase in revenue and optimization of
network resources for service providers, realizing the long cherished goal of service-aware

networks and network-aware services.

1.1.2 Inter-Domain QoS Challenge

Network control planes have seen significant advancement over the years, most notably in
our context Software Defined Networking (SDN), which opens up the network to application
control enabling dynamic configuration and resource allocation. What still fall behinds in de-
velopment is the inter-domain control plane, which has long been a bottleneck for end-to-end
uniform service provisioning in Internet. The nature of this limitation is due to the construct
of Internet, which is an inter-connection of many authoritative and autonomous network
domains. Although this distributed construct has contributed immensely to the outreach of
Internet as we know today, it has restricted the development of novel powerful inter-domain
services (like end-to-end QoS) as domains deploy only limited control protocols between
themselves (most notably BGP) due to security, management and scalability concerns.
There has always been a movement to devise new services, applications, and architecture
to provision end-to-end inter-domain QoS. While MPLS-TE, Intserv and Diffserv Bandwidth
Brokers are some of the early solutions at lower layers of networking, following are some of

the relatively modern-day movements.

1. SD-WAN: Software-Defined Wide Area Network (SD-WAN) aim to provide MPLS
like WAN or QoS benefits over public broadband Internet for connectivity between
different enterprise remote sites at a cost lower than MPLS, making it suitable for the
needs of small retailers and SME customers. It provides gateway customer premises
equipment (virtual or physical) for every site, centrally manages them, and thereafter
dynamically load balances customer’s inter-domain or WAN traffic between all the
available connections (DSL, Ethernet, LTE, MPLS) while monitoring the links and

keeping a track of their capacities (citrix:sd-wan).

2. Content Distribution Networks (CDN): While not directly a framework to provision
end-to-end QoS, content providers are increasingly distributing their data to user edge,
thus preventing the need for serving users from a distant central data-centre that would

have posed stringent network QoS requirements (cloudfare:cdn).
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3. Decline in Transit: Also not a framework to provision inter-domain service, increas-
ingly many network service providers are peering together at Internet Exchange Points
(IXP) handing over the traffic to the destination domain directly or shortening the
transit to it, thus immensely simplifying end-to-end QoS problem (InternetSociety,
2018, p. 5).

1.1.3 A Network-native QoS provisioning service

The recent advancements in inter-domain QoS such as SD-WAN, CDNs and IXPs were
effected by dedicated vendors, applications, or at administrative ends. However a more
sustainable, dynamic and general-purpose solution would be to develop and deploy more
advanced network-native end-to-end QoS provisioning frameworks i.e built into the under-
lying domain network control-plane, similar to IntServ and MPLS. This would be a more
empowering approach as network operators or service providers would be able to directly
offer services to application customers, enterprises, or different other operators and providers
without the need of third-party vendors like SD-WANS.

Such a native in-network end-to-end QoS service would be fitting into the distributed
design of Internet, be scalable and made available to much wider class of consumers. Recent
networking enhancements with SDN, NFV and increasing inclination towards open-standard
and open-APlIs provide an opportunity to solve the security, management and interoperability

challenges for such an in-network solution.

1.1.4 Connect-Cisco Work Package

Connect is an Irish research centre for networks, communications, and the Internet of things,
funded under the Science Foundation Ireland (SFI). The agenda to CONNECT includes
research projects, referred to as target projects, defined in collaboration with an industry-
partner wherein the objectives, research-plan and activities are defined as work-packages.
TSSG-WIT in collaboration with Cisco, defined a CONNECT targeted project, the focus
being to improve operations of Unified Communication (UC) or Enterprise Collaboration
Systems (ECS) such as Cisco Spark or WebEx utilizing SDN innovation. Specifically, Work

Packages 2 and 3 of the project concentrated on the following aspects, quoting-

1. How SDN can interoperate, across domain borders, ensuring the integrity of the
network substrate from a security perspective, as well to ensure that flow specs, QoS

etc. can be specified, configured, monitored, and enforced end to end.
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2. How ECS can perform when operating across domains leveraging SDN technology,
including the possibility of that the ECS is being deployed across domain borders,

off-premises, on-premises and with Cloud hosted solutions,

3. Design a network controller protocol to synchronize off-premises / on-premises net-

work controller policies.

4. Using OpenDaylight as the network-programming platform of choice to prototype the

demonstrators of the use cases defined.

This Master’s Thesis was motivated and set-off by this Work Package (WP). The motiva-
tion to look into inter-domain QoS challenges using SDN innovations was borrowed from
this WP, as well as the dynamic application-centric property courtesy of and generalized

from ECS/UC focus in order to initially concentrate on networking aspects.

1.1.5 Problem Statement

The following statement summarizes the problem incorporating all the requirements stated
previously.

“To investigate or devise an inter-domain end-to-end QoS provisioning framework that is
network-native and hence in-network as well as general-purpose; application-centric and

hence dynamic plus agile, utilizing SDN innovations.”

1.1.6 Advantages

Such a dynamic QoS provisioning service should support on-demand inter-domain bandwidth
allocation for even SME customers or applications like communication service providers. It
should also further foster inter data-centre connectivity and be helpful to provision bandwidth
for scientific research networks that exchange large volumes of data. For bigger enterprises
or network service provider domains, it can support on-demand Wide Area Network (WAN)
bandwidth during instances of peak or increased demand, or link failover saving on over-
provisioned backup links. Such a dynamic framework would thus majorly advance the cause

of end-to-end WAN QoS even for smaller customers available to bigger players until now.
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1.2 Background and Limitations

1. Intserv, Diffserv, RSVP, and Bandwidth Broker: Collectively, these technologies
can be considered as the very first end-to-end QoS framework of Internet. Intserv at
an application’s dynamic request can provision end-to-end QoS per-flow even inter-
domain. Intserv is primarily aided by Resource Reservation Protocol (RSVP) providing
(bandwidth) service-request communication between application hosts and end-to-end
network devices to install service. Scalability concerns of Intserv especially in the core
of Internet prefer deployment of Diffserv which provisions QoS for rather aggregate
flows grouped by marked Class of Service (CoS). Different Diffserv or Intserv domains
can interoperate to effect end-to-end uniform service provisioning through deploying a
domain centralized request enforcement entity like Bandwidth Broker (Nichols et al.,
1999, p. 14).

2. MPLS: Similar to how Intserv can reserve end-to-end resources for every flow (gener-
ally source or destination IP prefix), thus creating end-to-end connections also known
as Virtual Circuit (VC), MPLS can create such VCs specific to a 20-bit Label referred
to as LSPs or Tunnels. The state among the involved switching devices for a LSP VC
is similarly created through RSVP-TE.

Even though both Intserv and MPLS can perform inter-domain end-to-end resource-
reservation at an application’s dynamic request thus guaranteeing WAN QoS, Label-switching
boasts features such as better SLA support through traffic aggregation, as incoming packet
flows requiring similar network treatment can be mapped to a common Label at the edge,
and thus made to traverse the same LSP tunnels providing identical performance, and many
other features (Awduche et al., 1999, p. 8).

However, if we imagine MPLS ideal to be our desired dynamic end-to-end QoS provision-
ing framework, limitations are imposed in respect that its control-plane is distributed among
many different entities and hence rigid (PCECC, 2016). Therefore, it takes provisioning
time to the tune of days for network service providers to offer MPLS VC services and also
for upgrading service in the future, which makes it suitable and economical for only large
enterprise customers having longer term QoS target/needs (velocloud, 2018). Thus despite
supporting application-centric or per-flow QoS provisioning by protocol and being an native
in-network framework true to our desires, MPLS control-plane is not dynamic enough to
be deployed as a general-purpose real-time QoS solution for a wide range of application

customers.
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1.3 Solution: MPLS-as-a-Service

In response to the problem statement, this thesis proposes a solution framework named
MPLS-as-a-Service shortened to MaaS. Inspired by the Traffic Engineering or QoS provi-
sioning capabilities of legacy MPLS and trying to mitigate its rigidity issues, the framework
is a proposal of a rather dynamic MPLS control-plane designed to empower on-demand pro-
visioning of inter-domain LSP tunnels. True to our requirements, the framework is dynamic
enough to provision QoS at an application’s request by way of creating LSPs in real-time
as the name suggests, and similar to MPLS and unlike other inter-domain QoS initiatives,
it is delivered natively from within the network control-plane argued to be essential for a

sustainable and widespread solution.

Primarily, SDN and SDN Federation breakthroughs are incorporated for transition of
MPLS into a dynamic and manageable framework in the form of MaaS. Following is a brief
overview of how these primary enablers are utilized, followed by the features of resultant

MaaS framework.

1.3.1 SDN

Analogous to how emergence of cloud computing provided scalable computing powers
for end-users, SDN envisages a similar breakthrough by bringing forth additional scalable
computing capabilities for network control. This is achieved by separating control-plane
from network data-plane, and implementing it in an application called SDN controller which
remotely interfaces with the data-plane. An important proposition of controller is the network
control abstraction layer (Fig. 1.1), providing one-stop access to configure the underlying

data-plane as well view its operational state.

The proposed framework - MaaS implements a new centralized MPLS control-plane in
SDN controller as shown in Fig. 1.1. SDN controller enables richer interaction between
different network control and management entities as well as the data-plane via control
abstraction layer, thus providing an agile operational environment for MaaS to dynamically
provision QoS guaranteed LSP virtual circuits. This empowers network operators with
a dynamic MPLS control-plane and offering MPLS-as-a-service model, compared to the
distributed and rigid legacy one.
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Source Domain A Domain B Destination Domain C

Inter-Domain
MaaS/ MaaS/ MPLS Maa$S/
> MPLS control ~” MPLS control v\ control /"~ MPLS control

SDN | |P-BGP services SDN|  |P-BGP services IP-BGP services
Con. Con.

Control Abstraction Control Abstraction Control Abstraction

Layer Layer
N/ .~
Bandwidth Control-Plane
Rlequest g —— Data-Plane_— !
5 > >4
Customer nter-Domain Cust
Site 1 RSVP-TE RSVP-TE Stez

> | SP Tunnel (unidirectional)

Fig. 1.1 Overview of SDN and SDN Federation as enablers of MaaS.

1.3.2 SDN Federation

Inter-domain MPLS control-plane specifically concerns itself with providing collaboration
support for setting up QoS LSP tunnels over multiple domains (Fig. 1.1). This component

has been identified of not finding widespread deployment due to following issues.

» Security: Its primarily protocol - inter-domain RSVP-TE functions between neigh-
bouring domain border routers (Fig. 1.1), and as a result aggravates security concerns

exposing the network to any rogue request from outside (Johnston et al., 2011, p. 8).

* Management: Deploying RSVP-TE inter-domain requires explicit peering agreements
to be negotiated as for any other inter-domain service, which is a manual, offline and

administratively taxing task (Dugeon and Meuric, 2017, p. 3).

SDN controller is a movement towards programmable and centralized network control-
plane (Fig. 1.1). Extending this concept, collaboration between different domain SDN
controllers referred to as SDN Federation can bring about a programmable and dynamic inter-
domain/end-to-end control-plane as well, although distributed (Fig. 1.1). This newer inter-
domain control-plane being orchestrated by neighbouring SDN controllers can provide rather
secure and manageable grounds for inter-domain MPLS operations, compared to legacy inter-
domain control-plane orchestrated by comparatively meagre neighbouring border routers
which gives rise to limitations as above. We exploit this enabler to design and implement
a new service-request protocol called MaaS-Fed to support in MPLS control process of
end-to-end LSP setup, as a replacement of inter-domain RSVP-TE (Fig. 1.1).
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1.3.3 MaaS Overview

MaasS is developed and delivered as a SDN controller plugin or service (specifically Open-
daylight) per domain as shown in Figure 1.1. In its normal mode of operation, upon receiving
a bandwidth request from an application customer through its offered REST APIs, source-
domain MaaS plugin utilizes underlying SDN-IP control layer to provision local segments
of LSP circuits to tunnel customer traffic (Fig. 1.1). Thereafter, it identifies a subsequent
domain through underlying SDN-BGP control layer that can further carry LSP tunnels to
destination endpoint, and propagates LSP service-request to this next domain. This com-
munication between neighbouring domain MaaS entities happens through a new RSVP like
service-request protocol called MaaS-Fed (Fig. 1.1), which is enabled by SDN Federation as
briefed earlier. Resultantly through this distributed collective action, end-to-end LSPs are
provisioned in each of the domain between customer’s remote endpoints.

Apart from these primary application-centric, dynamic and inter-domain e2e QoS fea-

tures, following other features are possessed or built into the proposed framework MaaS.

1. Native and in-network: MaaS works closely with the underlying SDN-IP-BGP con-
trol layer of controller (Fig. 1.1). This highlights the advantage of native in-network
approach towards end-to-end QoS provisioning as the service in charge (MaaS) can
function coherent, closely and in the same realm as other local network control pro-
cesses. Benefits are in the increased agility of provisioning process than if delivered
from outside the network like in case of SD-WAN applications from where rest of the

domain control information (like IP-BGP) is not easily accessible.

2. Generic BGP inter-domain interface: BGP is the only known widely deployed protocol
between autonomous network domains of Internet. Deploying any other protocol would
require explicit agreements to be negotiated, while also aggravating security risks and
complexity of inter-domain control plane. In this Thesis, generalization of BGP is
performed by utilizing BGP update message to transmit messages of other inter-domain
protocols as well (MaaS-Fed in our case). Facilitated by programmability of SDN
controller which make possible extension of BGP, this keeps the simplicity of inter-
domain control plane intact and potentially enables online negotiation for deploying

newer service protocols over this generic BGP inter-domain interface.

3. Adaptive: The proposed inter-domain LSP service-request protocol (MaaS-Fed) in
being orchestrated by neighbouring domain SDN controllers is able to possess better

error-handling capabilities then compared to its legacy counter-part — RSVP, which is
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orchestrated by meagre network border routers (Fig. 1.1). We thus utilize this flexible
interface between controllers to make the QoS process more adaptive in scenarios of

resource-unavailability by establishing an online service re-negotiation mechanism.

4. Scalability provisions: Providing LSP creation services at the granularity of even
smaller enterprise customers would mandate preparing network to handle large number
of provisioning requests, hence posing a scalability challenge in terms of processing
(control-plane) and state (data-plane). While SDN control-plane working now outside
the confines of a physical data-plane device is scalable by way of being deployed as
a controller cluster, there’s still a practical limit to the LSP state forwarding devices
can efficiently maintain. To somewhat resolve this scalability and LSP state explosion
problem, MaaS has provisions for pushing some of the forwarding state to outside
of MPLS network domains into customer premises. The state that can be offloaded
specifically is the Label Forwarding Equivalence Class (LFEC) that maps IP or other
flows to a LSP.

5. Agile: Legacy MPLS had the following issues which limited its agility — (1) utilization
of latency inducing hop-by-hop RSVP-TE to transmit LSP state among devices, (ii)
each network devices allocates its own local Label for a LSP, and (iii) control-plane
rigid as distributed among switching-devices (LDP, RSVP) and dedicated control
entities (PCE). Contrary to these, proposed SDN-MPLS control plane (MaaS) has
direct interface into switching-devices to upload LSP state, allocates a domain-global
Label for a LSP segment, and all the control-entities are centralized courtesy of SDN

controller. These all improvements collectively progress the agility of MPLS.

1.3.4 Testbed

» Testbed control-plane: As evident from the overview above and Figure 1.1, MaaS
or our SDN-MPLS plane is dependant on the services of underlying SDN-IP-BGP
network Control Abstraction Layer (CAL) in controller. However there’s no available
off-the-shelf controller distribution that can readily provide such services. Therefore,
as part of Testbed setup, we create such a control-plane ourselves in the form of new,
existing and modified plugins of Opendaylight (ODL) SDN controller platform as
shown in Figure 1.2. These layers apart from providing service to MaaS to help in LSP
setup, also perform other essential tasks to keep the underlying data-plane functioning,

importantly end-to-end IP routing.
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Fig. 1.2 Custom plugins developed for the Opendaylight (ODL) SDN control-plane of our

Testbed (green).

 Testbed data-plane: Apart from the domain SDN control-plane, we also require a

domain data-plane in our Testbed to create LSPs on, and multiple of such domains to

minimally resemble an Internet like multi-network construct. Such testbed forwarding

devices should essentially be SDN ready for which we use Openflow capable Open-

vswitch (ovs), and the entire multi-domain testbed should be easy to setup and tear for

which we utilize Vagrant automation tool among others.

While the Maa$ framework is explained in detail in chapter 3, such a state-of-the-

art multi-domain testbed is detailed in subsequent chapter 4. Its development undertook

significant effort, and represents an important outcome of this Thesis work. MaaS is also

experimentally demonstrated for its features on this testbed in later chapter 5.

1.4 Contributions

In our endeavour to devise a dynamic end-to-end QoS provisioning framework using SDN

paradigm shift, we propose a new SDN-MPLS control-plane (MaaS) which is designed to

achieve objectives by creating inter-domain LSPs in real-time. Survey of background works,
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public literature and new similar frameworks indicate towards the lack of a distributed and
in-network approach to inter-domain QoS utilizing SDN enhancements. The proposal fills

this gap, and contributes in other related aspects as listed below-

* Complete design and development of the proposed SDN-MPLS control-plane or MaaS
framework on an open-source (Opendaylight) SDN controller platform. It is designed
to work closely with the incumbent IP-BGP control planes of Internet although in
the SDN context, and the design and development of this underlying SDN-IP-BGP

control-plane also considered.

* Apart from dynamic and application-centric end-to-end QoS provisioning, limitations
of the existing MPLS deployments other than rigidity also analysed to further devise
and incorporate enhancements in MaaS namely - generic BGP interface, adaptive
service re-negotiation mechanism, and scalability measures by facilitating delegation

of mapping forwarding entries into customer premises.

* A state-of-the-art multi-domain Openflow-SDN testbed is designed that has provisions
for automated rapid setup and tear-down, in order to develop and demonstrate MaaS

on.

To the best of our knowledge, there’s no other work that proposes and demonstrates a
multi-domain SDN-MPLS-IP-BGP control-plane as MaaS and underlying SDN controller
services do. In terms of the comprehensiveness of the work, the objective of this Thesis was
to at first develop an end-to-end functioning QoS framework, which is achieved. In future,
individual components such as optimizing resource allocation approaches and analysing

scalability will be looked into in a top-down approach.






Chapter 2

Background, Related Works and

Limitations

2.1 Introduction

Provisioning QoS end-to-end has long been considered by Internet research and engineering
communities. In trying to simplify and generalize those works, they can be divided into 2
broad categories - centralized and distributed. The distinction between these two school of
thoughts is owed to the employed inter-domain service-request interface, which arguably is
the most important component of such a framework for it bypasses domain boundaries to
communicate a customer’s network service requirement from a source endpoint domain to
intermediate domains and eventually to a destination endpoint domain. While the individual
domain control planes play the role of local QoS orchestration entities (Fig. 2.1), this interface
acts as a glue between these heterogeneous networks to help establish uniform end-to-end
QoS provisioning. Fig. 2.1 example network schematic shows these two interfaces deployed
simultaneously, although only one of them is generally employed.

In this chapter, an overview of related research works and industry frameworks is pre-
sented, grouped into above described centralized (mostly SDN related) and distributed QoS
frameworks (both legacy and SDN incorporating). Special emphasis and detailed overview
of MPLS-TE is provided due to its significance in the proposed solution. Limitations of the
discussed works in relation to our problem statement are also presented and summarized.

The background overview of end-to-end QoS provisioning framework in this chapter is
only presented from the control-plane perspective. Appendix C however presents a brief
general overview on how data-plane nodes like switches and routers achieve or actuate QoS

for different class of services or application flows.
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Fig. 2.1 Centralized as well as distributed inter-domain service-request interfaces.

2.2 Centralized multi-domain service provisioning

A defining feature of this category of frameworks is the presence of a centralized parent
control entity over individual network domains that orchestrates end-to-end QoS in the
participating domains (Fig. 2.1). RTM-SDN framework, as explained below, is a recent

example that embodies design tenets of general centralized service provisioning.

2.2.1 RTM-SDN

Developed by International Multimedia Telecommunications Consortium’s (IMTC) RTM-
SDN activity group, the framework aims at evolving QoS provisioning mechanism for
enterprise VoIP traffic from a static one to a dynamic and real-time process by proposing
a standardized northbound SDN interface offering from networks to VoIP applications.
Developed specifically for UC systems which are the current flagbearer of Real Time Media
(RTM) communications, its initial specification proposes an Automated QoE Service (AQS)
in SDN controller which provides APIs for UC applications to publish information like
call numbers, priority and statistics. Thus presented with real time application state, AQS
employs Dynamic DiffServ Code-Point (DSCP) Marking, Call Admission Control and Class
of Service Traffic Engineering to provision network QoS dynamically for upcoming or
ongoing VoIP/UC session flows (RTM-SDN Group, 2014). This specification was picked up
early by UC vendors, and Microsoft Skype for Business SDN Interface was one of the first

implementations (Microsoft, 2016).
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While the initial version of RTM-SDN considered only intra-domain or local QoS
provisioning, a latter specification catered to the wider multi-domain use-case specific to
cloud hosted UC systems referred to as UCaaS (RTM-SDN Group, 2017). Its end-to-end
QoS provisioning process is explained briefly below in the coherently labelled Fig. 2.2 and

following sequence by way of an ideal scenario.
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Fig. 2.2 Scenario demonstrating RTM-SDN framework provisioning QoS in real time for
UCaaS.

1. UC user or VoIP flow-agent A signals to its server in the cloud (UCaaS) in setting up a

call to an outside domain agent B.

2. UC server does its basic function of establishing a SIP/RTM communication session
between the two endpoints, and similar to Skype for Business’s SDN interface, also
publishes this information to a master AQS service through its create_session APIL.
This particular entity is referred to as master because it is a parent hierarchical entity

that orchestrates the function of individual domain RTM-SDN instances.

3. Upon reception, master utilizes underlying domain Automated QoE services (AQS) to

setup an end-to-end QoS path.

3.1. Firstly, master has to decide on a fitting domain level path for the flow. Since

it does not have any network control information by itself, the framework also
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proposes underlying domains to provide topology and path-computation services

for the master to deduce an inter-domain path, a process named as decompose.

3.2. Master thereafter uses underlying domain AQS APIs to provision segments of
flow path in every involved domain with requisite service levels. The process

named delegate once finished, provisions end-to-end QoS for application flow.

In the above framework, while master is the face and implementation of inter-domain
service-request interface as defined earlier, different SDN-controllers or AQS instances are

the local service orchestration entities.

2.2.2 Other Related Centralized Works

Placement and delivery of end-to-end services from a third-party parent entity is a defining
feature of all centralized provisioning frameworks, with some of the other investigated works
described below.
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Fig. 2.3 B4 SD-WAN architecture, image from (Jain et al., 2013, p. 5)

* B4 (Jainetal, 2013) 1s a design and implementation of Google’s SD-WAN, connecting
dozens of its private data-centre domains distributed worldwide, and the applications
deployed over which have massive and elastic bandwidth requirements like data
replication, index pushes & asynchronous data copies accounting for 90% of internal
traffic. Each of the B4 data-centre houses an on-site SDN controller managing the
local wide area routing devices (SDN WAN, Fig. 2.3), while a global TE application
allocates and provisions end-to-end bandwidth for competing applications (TE Server,
Fig. 2.3).
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* NaaS (Duan et al., 2015) proposes an abstraction model for network domains to offer
desired services externally to interested parties in a Network-as-a-Service (NaaS) type
of approach like cloud systems. It also proposes a Service Delivery Platform (SDP)
which acts as a middleware between end-user applications and multiple NaaS domains
to provision services such as end-to-end real-time QoS. NaaS abstraction helps in
representation of heterogeneous network domains as a uniform resource, while SDP is

the manifestation of a centralized parent control entity as shown in Fig. 2.4.

Application Layer é
i end user i e end user
application application

B 4 i

| end-to-end service interface

network service network service Service

discovery orchestration Delivery
Platform

[ network service management ]

Northbound Interface
network/service 1 network service n

A L
: [ NaaS Abstraction i |_NaaS Abstraction i
SDN domain P SDN domain | : Control Plane}
controller-1 K : controller-n i

[y ¥ 4 X
- Soythbound Interface -+

network . network i
infrastructure : : infrastructure  |: Data Plane :
Network Domain 1 | ! Network Domainn | i

Fig. 2.4 NaaS abstraction model and SDP labelled architecturally, image from (Duan et al.,
2015, p. 8).

2.2.3 Limitations

RTM-SDN, B4, NaaS and other similar centralized frameworks are naturally suited for
dynamic and thus application-centric QoS provisioning. They are scalable in respect that
parent orchestration entities are a one-hop gateway to all network domains, and optimal as
these entities have access to federation wide network view at once. However, they have a few

inherent limitations as below.

* Security and Confidentiality: Underlying individual network domains, via their
control-planes (SDN controller) are required to offer sensitive network information to
a third-party parent QoS orchestrator, RTM-SDN master as an example, for it to deduce

domain-level topology and other information essential for end-to-end provisioning.
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This firstly raises security and integrity concerns and secondly, optimal application
of such topology and path information is difficult remotely as there is layer of local

complex management policies that applies to them.

* Lack of in-network property: Inter-domain QoS routing function delivered from an
external parent entity is decoupled in this process from other standard network func-
tions, like local routing and QoS. However, network domain administrators arguably
desire tighter administration and control over outside-domain QoS functions as well
and make them coherent and subject to same policy control as other local network

processes, herein referred to as in-network property.

2.2.4 Summary

Centralized frameworks are thus suited for environments where there is significant degree
of trust between involved network-domains, like geo-distributed data canters as in case
of Google B4. However from the perspective of different heterogeneous network service
domains, an in-network inter-domain QoS framework which can function in the same realm
and closely with other local network processes without the presence of any parent entity
would be rather ideal from the perspective of security as well as ease of management and

operation.

2.3 Distributed multi-domain service provisioning

Distributed QoS frameworks are characterized by employing a distributed protocol, like
RSVP-TE, for conveying a network service-request hop-by-hop from source endpoint domain
to the destination domain, contrary to the centralized frameworks employing a third-party
entity for similar duties as we saw previously. Fig. 2.1 shows both the frameworks component
simultaneously. Following is an overview of different distributed multiple-domains QoS
provisioning frameworks, with a significant emphasis on MPLS which has been the premier

distributed TE framework of Internet.

2.3.1 MPLS-TE

Multi-protocol Label Switching - Traffic Engineering (MPLS-TE) is employed by network
service providers in offering bandwidth-guaranteed WAN links to enterprises for connectivity

between their multiple branch sites and cloud. Contrary to a connectionless switched IP path,
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MPLS provisions end-to-end connections or explicitly routed paths between endpoints which
are identified and switched on the data-plane by a 20-bit Label. Referred to as LSP, they
encapsulate and transport IP or any other network protocol packet in a 32-bit Label header
between Layer 2 and Layer 3 and therefore are also referred to as MPLS tunnels or VC.
Following is a brief overview of MPLS Traffic Engineering, its control plane in general,

and limitations in relation to our problem statement.

A. MPLS Traffic Engineering Advantages

TE concerns itself with improving network operations on broadly two ends- optimizing
network resources and meeting application QoS/SLA targets, and thus is highly correlated to
QoS provisioning. Traffic Engineering is at the core of MPLS and the prominent reason for its
deployment in many production networks (Awduche et al., 1999, p. 8). Foremost, it provides
the ability to setup explicitly routed paths which help in achieving deterministic behaviour
by ensuring that end-to-end QoS is maintained. Although more IP friendly frameworks such
as Intserv provide similar abilities, Label switching favours traffic aggregation as incoming
packets requiring similar network treatment can be mapped to a common LFEC at the edge,
and thus core of the network needs to maintain only a single (Label) forwarding state to
serve entire traffic aggregate. Labels provide a convenient abstraction of QoS paths in the
control-plane, thus LSPs can be efficiently maintained, and also it is easier to switch on
Labels than IP addresses at data-plane. Other powerful services such as Segment Routing
and VPN are facilitated by MPLS albeit encapsulation and decapsulation overhead during
the flow flight.

B. MPLS Control Plane

MPLS control plane is the logical service orchestration entity in charge of provisioning LSPs
to accommodate an enterprise’s WAN request. Its different components and functions are

briefed below as also coherently labelled in Fig. 2.5 in order to overview its functioning.

* Computation: Its most important function is Path Computation (PC) - to find out a
suitable path through the network between desired endpoints that also has resources
available to meet the Service Level Agreements (SLAs) negotiated with customers. For
its computational intensity, this function is generally instead carried out by a non-data
plane entity, known as PC Element (PCE). Further, a standard PCE Protocol (PCEP)

is available for routers and network management systems, referred to as PC Client
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(PCC), to communicate with PCE and request a QoS path between certain endpoints
(2, Fig. 2.5).
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Fig. 2.5 Legacy MPLS control-plane with different components and functions labelled.

* Discovery: PCE requires updated network state information to operate on which is
maintained by a Traffic Engineering Database (TED). Source of this information for
TED is through peering with rest of the network control-plane, for instance, via Interior
Gateway Protocol (IGP) routing such as Open Shortest Path First (OSPF-TE) (OSPF-
TE, 2008) or Intermediate System to Intermediate System (ISIS-TE) (ISIS-TE, 2008)
that disseminate TE state along with routing and topology (1, Fig. 2.5), or even through
BGP enhanced for similar purposes- BGP-LS (2016).

 Signalling: Lastly, the path computed by PCE is installed and actuated on the data-
plane in a process commonly referred to as signalling performed by a service-request
protocol, RSVP being the de-facto standard for which (3.1, Fig. 2.5). This is also when
a Label is assigned for the path by each data-plane forwarding device, communicated
to the neighbouring upstream/downstream node through one of the protocols like Label
Distribution Protocol (LDP), BGP-LU or RSVP itself, and they update their Label
Forwarding Information Base (LFIB) accordingly.

C. MPLS inter-domain control plane

While MPLS control-plane described above is akin to a local QoS orchestration entity, further
as also argued previously, an inter-domain service-request protocol is required to provision
TE-LSPs and thus QoS over multiple domains. Inter-domain extension to RSVP is available
for this task. Briefly, source domain computes and signals the local segment of large LSP
tunnel crossing itself via the MPLS control plane discussed above, and then propagates

the service request to next domain through RSVP-TE deployed between border nodes (3.2,



2.3 Distributed multi-domain service provisioning 21

Fig. 2.5). Subsequent domains repeat this function through their own control-plane until the
LSP setup reaches destination endpoint domain (4, Fig. 2.5). RSVP is the sole constituent of
MPLS inter-domain control-plane and realization of LSP service-request protocol in this and

many other decentralized frameworks.

D. Limitations

As a framework capable of providing end-to-end QoS solutions, MPLS has been really instru-
mental. However, to be suited for our other application-centric plus dynamic requirements, it
has a few limitations owing to the control plane being rigid, inflexible and insecure as argued

below.

* Local Labels: Each router along the end-to-end LSP tunnel assigns a local Label
which mandates traffic tunnelled will go through Label swapping at every hop inducing
latency. A global Label herein for the entire path in the domain would be empowering.

o Security and Administration: RSVP-TE essential as an inter-domain LSP service-
request protocol has not been widely deployed because of its security and management
limitations, owed to network being exposed to potentially rogue exterior service-
requests, and administratively taxing process of negotiating peering agreements which
are mandatory for any inter-domain service (Dugeon and Meuric, 2017, p. 3), (Johnston
etal, 2011, p. 8).

* Lack of flexibility: Also RSVP orchestrated and deployed by meagre domain bor-
der routers is not equipped enough to support advanced error-handling and flexible

operations essential to instil agility and robustness into an inter-domain framework.

* Distributed and Rigid: Provisioning MPLS tunnels for an enterprise takes a lot of
processing time mainly due to a distributed and hence rigid control plane . Upfront,
SLA negotiations are offline and manual, loose interaction between distributed control
entities- PCC, PCE and other network control entities, hop-by-hop internal signalling
of RSVP and incompetency of inter-domain RSVP discussed above, all add-up to the

rigidity cause.

Considering the importance of MPLS-TE in wide-area network operations, there have
been works proposing to embed dynamicity and efficiency into its functioning as briefed

below, and thus solving some of the above limitations in the process.
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2.3.2 Other Distributed QoS Frameworks

* Traffic Engineering Automated Manager (TEAM) (Scoglio et al., 2004), MPLS Adap-
tive Traffic Engineering (MATE) (Elwalid et al., 2001), Routing and Traffic Engineer-
ing Server (RATES) (Aukia et al., 2000) are some of the early proposals for algorithms
and implementation of a central TE server in MPLS networks. The need for this central
TE server was realized early since an updated global network view is necessary for
optimized LSP computations, and overtime these efforts have standardized into the
definition of PCE and TED. With recent movement towards a centralized network
control-plane by way of a SDN controller, PCE itself has been investigated to be
evolved into a network controller since it already has some of the tenets of centralized
control-plane, PCE as a Central Controller (PCECC) thus being proposed for effective
transition of legacy MPLS networks into SDN-MPLS networks (Zhao et al., 2017).
PCECC proposes allocation of global Labels and direct installation of Label state
into data-plane utilizing southbound interface relieving the need of hop-by-hop RSVP
signalling, which mitigates some of the highlighted limitations of MPLS-TE.

* Apart from PCECC, there have been other related works to migrate and imple-
ment MPLS control-plane in SDN controller. PAC.C proposes the concept of map-
abstraction which provides for the availability of sum network state (topology, link
utilization and availability, switch flow and queue info) in SDN controller over which
MPLS functions can be built efficiently (Das, 2012) . It echoes the concern with having
distributed protocols and entities in legacy MPLS dependent on state dissemination, in-
stead arguing that abstraction of entire network control-plane in a centralized controller
can better optimize the provisioning process of TE-LSPs, dynamically re-computing
and re-provisioning them, as well as failover. Hasan et al. (2016) also proposes a SDN-
MPLS control plane with the objective of identifying congestion in the network and
dynamically adjusting the route of LSPs or its bandwidth. Tu et al. (2014) suggested
the method of splicing MPLS and Openflow tunnels using SDN paradigm.

The above mentioned works only innovate at the intra-domain MPLS control-plane
or local service orchestration layer, and hence are only able to support intra-domain
QoS process. Following is a discussion of distributed frameworks that deal with the

application of SDN to the multi-domain scenario.

* DISCO (DlIstributed SDN COntrol plane) proposes a SDN controller architecture for

local network service provisioning, also including a message-queue based communica-
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tion or service-request interface between other such domain controller(s) for supporting
end-to-end use-cases such as network-wide state dissemination, QoS provisioning and
VM migration (Phemius et al., 2014). Lin et al. (2015) also introduces an interface be-
tween network operating systems, referred to as West-East Bridge, for sharing network
view that supports innovations like source routing (specific BGP updates for different
prefixes) and end-to-end QoS. Similarly, SDNI (SDN Inter-networking) proposes an

inter-controller protocol for negotiating end-to-end QoS (Petropoulos et al., 2016).

These works innovate at the inter-domain control plane layer to provide grounds for
end-to-end service provisioning, though they don’t utilize MPLS tunnelling. Following

are few works that also incorporate MPLS tunnelling for inter-domain QoS.

* OSCAR virtual circuit service (Monga et al., 2011) was developed to provision band-
width guaranteed LSP tunnels end-to-end between different Research and Education
networks domains (ESNET, GEANT, etc). It was motivated by the need to support
networking needs of many scientific research projects that require access to large
amounts of data distributed over these domains. For instance, data from ATLAS
system in CERN to ESNET data-centres in USA and then to end-users in universities.
Its primary innovation is a per-domain central TE server that consists of PCE,TED
and other Policy Enforcement entities, which intakes end-user bandwidth request and
thereafter interacts with legacy MPLS control plane (majorly RSVP) to provision VCs
locally in the domain. For multi-domain service provisioning, it doesn’t incorporate
RSVP for its security limitations highlighted previously, and instead a protocol referred
to as Inter-Domain Controller Protocol (IDCP) was developed in parallel defining
messages and procedure for aiding collaboration between different domain OSCAR
entities for the purpose of end-to-end LSP setup (DICE, 2010).

 Standardization efforts around IDCP led to the development of Network Services
Framework (NSF) by the Open Grid Forum with the goal of enabling automated
provisioning of federated network services (OGF, 2014a). The inter-domain LSP
service-request protocol in NSF, analogous to IDCP, is referred to as Network Services
Interface Connectivity Service (NSI-CS) which provides means to propagate VC setup
request over multiple domains (OGFE, 2014b). Such inter-domain service-request
protocols are complemented by a supporting protocol that provides access to inter-
domain topology, for instance, Document Distribution Service (DDS) in NSF (OGF,
2014b, p.4). Fig. 2.6 illustrates these different components of NSF, and another

component - network-agent which is analogous to SDN controller. Podleski et al.
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(2014) incorporates NSF services to create connections and reserve resources over
multiple domains to further create a federated testbed where network resources are

spread over these many domains.

OSCAR though suffers from large VC setup time and last-mile provisioning in user’s
domain. The latter reflects the need for an end-to-end QoS provisioning service
delivered natively from the network control-plane (in-network), that will represent
a more widespread general-purpose service, and can be deployed by even smaller
networks such as campus network domains. Such a native service should also be
better able to leverage current inter-domain services such as BGP and thus completely

mitigate or reduce the dependency on specific interface protocols like IDCP or NSF.

Service |
Interfaces |

NSI MS Protocol

NSI CS Protocol
NSIDDS Protocol

Network
Service Agent

Message delivery and Security

1

%@é

:/._.)
. .
Connection
Service (CS)

Monitoring
Service (MS)

Documant
Distribaition
Service (DDS)

Business Logic

Fig. 2.6 Different components of NSF - Network Agent, CS and DDS. Image from OGF
(2014a)

* Within IETF, Backward Recursive Path Computation (BRPC) protocol has been stan-
dardized to compute globally optimum multi-domain LSPs (Vasseur et al., 2009). It
relies on the collaboration of different domain PCE entities via PCEP protocol to com-
pute a Virtual Shortest Path Tree (VSPT) from source endpoint to destination endpoint,
wherein each edge of the tree represents an abstract inter-domain path along with
its resources. An end-to-end globally optimum path for LSPs thus can be computed
from VSPT at the source-domain PCE, with Dugeon and Meuric (2017) proposing
the signalling of this shortest optimum path also through PCEP itself in order to com-
pletely mitigate dependency on inter-domain RSVP due to its security and management

limitations.
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Software Domain Inter-domain
Essential features ) Label

control-plane | Dynamic | privacy QoS
and related works Switching

(SDN) aware Support
Centralized
RTM-SDN v v X - v
Google B4 v v X - v
NaaS v v X - v
Distributed
MPLS-TE X X v v RSVP-TE
PCECC v v v v X
Pac.C v v v v X
DISCO v v v X Message-queue
SDNI v v v X v