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ABSTRACT

As the criticality of e-mail for electronic business activity increases, ad hoc e-mail
implementation, prolonged management neglect, and user abuse of e-mail systems
have generated negative effects. However, management’s ability to rectify problems
with e-mail systems is hindered by our understanding of its organizational use.
Research on e-mail systems is often dated and based on quantitative methodologies
that cannot explain the interaction between various controls in organizational
settings. Updating our understanding of the organizational aspects of e-mail systems
utilizing qualitative methods is necessary. This paper presents a multiple case study
investigation of e-mail system monitoring and control. The study examines the
interaction between key elements of e-mail control identified by previous researchers
and considers the role of such controls at various implementation phases. The
findings reveal the effectiveness of e-mail committees, training, policies, and
sustained awareness when combined with e-mail monitoring, and concludes by
identifying key formal, informal, and technical controls.

Keywords: case study; electronic mail; formal, informal, and technical controls;
information systems abuse; monitoring and control; negative effects

INTRODUCTION & Mathew, 1999). As organizations
struggleto derivevauefrominformation

Electronic commerce applications  technologies (Agarwal, 2001), particu-
place additional security risksonorgani- larly in periods of reduced IT budgets
zations because of their extensiveelec-  (PWC, 2002), organizations waste
tronicinteraction with other entities(De  Money buying technology, if they don’t
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createthe humaninfrastructure, policies,
and procedures to curb abuses
(Hancock, 1999). In particular, increas-
ing reports of e-mail systemsabuse and
the proliferation of e-mail-born viruses
(Attaran, 2000; PWC, 2002) are of con-
cern.

E-mail systemstraditionally have
beeninitiated by I'T departmentswithout
being part of abusiness-led strategy. Nev-
ertheless, email hasevolved over timeto
become more of a corporate-wide ser-
vice (Jackson et al., 2000). The strategic
importanceof e-mail systemsincreasesas
they evolve (Van den Hooff, 1997), but
the benefitsof e-mail do not accrue auto-
matically (Ruggeri et a., 2000). Itisim-
perative that organizationsformulate a
coordinated and comprehensiveresponse
to e-mail system management (Sipior &
Ward, 2002). In particular, organizations
should anticipate the potentially harmful
effectsof email systemsand seek to pre-
vent themfrom occurring (Van den Hooff,
1997). However, organi zationslack ana-
Iyticd toolsto examinetheir existing prac-
ticesand to assist in reasserting e-mall
systemsfor corporaterather thanfor in-
dividud purposes (Ruggeri et d., 2000).

The appropriate design, manage-
ment, and application of any communica
tion system dependsto agresat extent upon
appropriate ongoing research of those
systemsfromtechnicd, organizationd and
socid perspectives(Rice, 1990). Although
theunsatisfactory understanding of theim-
pactsof communication mediaprovided
by quantitativeresearch haslong beenrec-
ognized (Rogers, 1986), themajority of
theresearch produced over the past two
decadeson e-mail systemsresearch uti-

lizesquantitative methodsto examinethe
social and technical concerns of e-mail
systems. The need for organizationally
based research has been highlighted by
researchers such as Fulk and Desanctis
(1995) and Rudy (1996) incdlingfor Situ-
ationa studiesthat recount varying orga-
nizetiond environmentsinwhicheectronic
communicationssystemsare used. Nev-
ertheless, laboratory-like experiments
(Cappel, 1995; Culnan & Markus, 1987,
Fulk et al., 1990; Mantovani, 1994) and
masssurveys(AMA, 2000; Hoffman et
al., 2003; Schulman, 2001) dominatethe
literature on e-mail studies. Asaresult,
therehasbeenrelatively little published
advice on how to take an organizational
view of e-mail systems (Ruggeri et a.,
2000).

This paper presents the results of
multiple case studiesthat investigate how
organizationsmonitor and control their e-
mail systems. The next section examines
thetheoreticd groundingfor thestudy. This
isfollowed by adiscusson of theresearch
method and apresentation of theresearch
findings. The paper concludesby identi-
fying key factorsfor effectively monitor-
ingand controllinge-mail use.

THEORETICAL

GROUNDING

Research (Ruggeri et ., 2000) has
shownthat many organizationsfail to con-
Sder thefull implicationsof implementing
e-mail systemsand often leave employ-
eesto establish the system’spurposeand
use. Indeed, the motivating factors for
implementing e-mail systemsrarely are
communicated; thus, itisdifficult to ex-
pect employeesto usee-mail effectively.
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Consequently, theinitia technica success
of e-mail systemimplementation doesnot
guaranteelong-term usefulnessor politi-
ca harmony and can culminatein devas-
tating s de effectsduring thelatter stages
of implementation (Romm et al., 1996).
Such results are not confined to e-mail
systems. Rogers' (1986) work on com-
muni cations technol ogy concluded that
thosewhointroduce communication tech-
nologiesmust see beyond the desirable,
direct, and anticipated impacts, and red -
izethat more of theindirect, undesirable,
and unanticipated impactsof communica
tion technol ogies occur astime elapses|t
hasbeen proposed that the effectsof com-
puter-mediated communication can be
categorized from atwo-leve perspective,
astechnology can havebothfirg-leve and
second-leve effects(Sproull & Kieder,
1991).

Researchershaveidentified thefirst
level negativeeffectsof e-mail systemsas
productivity drain (Anderson, 1999), se-
curity breaches, urgent communications
overlooked, excessivenon-businesscom-
munication (Sipior & Ward, 2002), incress-
ing cost of use, information overload, and
redundancy (Sproull & Kieder,1991). Re-
searchershaveidentified the second level
negativeeffectsof e-mail systemsasdep-
ersondization; disnhibition(Markus, 1994);
profanities, bad news, negative sentiment,
andillicit use(Hodson et al., 1999); gen-
der imbalance; deindividuation; e ectronic
protestation and revolt (Sproull & Kieder,
1991); and gaining leverage (Rudy, 1996).

Thenegative effectsof information
systemschallenge managersto formulate
policiesand proceduresthat control but
do not discourage e-mail usage

(Anadargjan et a., 2000). An effective
program of monitoring and control isa
commonly identified successfactorinas-
similating new technol ogies (Hoffman &
Klepper, 2000). Control can be defined
astheuseof interventionsby acontroller
to promoteapreferred behavior of asys-
tem being controlled (Aken, 1978). Elec-
tronic monitoring extends the scope of
control, transforming persond control to
systemic control, and astechnical controls
emerge, personal, socid, structural, and
culturd controlsextend through electronic
mediation (Orlikowski, 1991). Thus,
monitoring and control areintertwined
(Otley & Berry, 1980).

Evidence suggeststhat e-mail moni-
toring isbecoming more widespread be-
causeof itsability to capture communica
tion metricsand detect non-businessuse
(Sipior & Ward, 2002) and as asecurity
tool (PWC, 2002). However, e-mail moni-
toring is contentious (Sipior & Ward,
2002). Sipior and Ward (2002) conclude
that adtrategic responsetoinformationsys-
temsabuse can cons st of acombination of
factors, including assessing current opera:
tions, implementing proactivemessuresto
reduce potentia misuse, formulatingaus-
agepalicy, providingongoingtraning, main-
taining awarenessof issues, monitoringin-
ternal sources, regulating externd sources,
securing ligbility insurance, kegping up-to-
datewithtechnologica advances, legida
tiveandregulatory initiatives, andidentify-
ing new areasof vulnerability.

Thus, thekey to an effective control
environment isto implement an adequate
set of controls, asindividual controlscan
havedysfunctiond effects, if isolated solu-
tionsare provided for specific problems
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Table 1. The practical measures involved in e-mail system monitoring and control

and their possible dysfunctional effects

E-Mail System Monitoring and Control Possible Dysfunctional Effects of E-Mail System Monitoring and Control
Reconfiguring e-mail system Organizations fail to adequately consider the configuration of the e-mail
software application (Rudy, 1996).

ks Implementing e-mail system anti- | Organizations fail to update anti-virus software (Lindquist, 2000).

‘= | virus software

§ Implementing e-mail system Organizations fail to use filtering software effectively (Jackson et al., 2000).

= | filtering software
Implementing e-mail system E-mail monitoring can be contentious for economic, ethical, legal (Hodson et al.,
monitoring software 1999) and health reasons (Clement & McDermott, 1991).

Formulating e-mail system policy E-mail policies can be poorly designed (Sproull & Kieder, 1991).

Forming an e-mail system Organizations fail to appoint an individual or committee to oversee e-mail system
management team management (Sipior et a., 1996).

Communicating e-mail policy Management fails to communicate the policy effectively (Whitman et al., 1999).
Auditing e-mail system accounts Organizations fail to assess policy effectiveness and resolve problems (Flood,

© 2003).

% Disciplining e-mail system abuse Organizationsfail to consistently and fairly enforce e-mail policies (Flood, 2003).
L | Adopting e-mail system pricing Pricing structures penalize those with fewer resources to pay for communications
structures or have more useful information to communicate (Sproull & Kiesler, 1991).
Establishing methods of e-mail Buffering, by limiting interaction and information exchange to work-compatible

buffering colleagues/group members, can re-establish hierarchical channels of
communication by predefining with whom staff can communicate but separates
staff from job-critical information or personnel (Sproull & Kieder, 1991).

Engaging in e-mail system Training is inadequate, voluntary, or one-shot (Banerjee et al., 1998).

training.

g Maintaining awareness of e-mail Organizations fail to continually raise awareness of the policy, particularly to new

ug system policy employees (Sipior & Ward, 2002).

— | Enabling self-policing of e-mail Self-policing of e-mail by social forumsleads to conflict among staff (Sproull &
system through social forums Kiesler, 1991).

(Dhillon, 1999). Some classifications of
control exist and areused here, eventhough
the di stinction between categoriesisopen
to debate. Forma controls(Dhillon, 1999)
or control through socid structure(Pennings
& Woiceshyn, 1987) involvedevel oping
rulesthet reflect theemergent ructurewith
control embeddedinexplicit policies, pro-
cedures, and rules. Informal controls
(Dhillon, 1999) or control through culture
(Pennings& Woiceshyn, 1987) consst of
increased awareness supplemented with
ongoing education andtraining sothat the
shared normsand va uesof workersshape
behavior, order perception, andinfluence
attitudes Withtechnica control, theroleof
management changesfrom direct supervi-
sontoenforcing theoperation of thetech-
nica sysem (Dhillon, 1999). Applyingthe

classfication of technical, formal, andin-
formal controlsidentified by Dhillon (1999)
toe-mail syssemsmonitoring and control,
Table1l summarizestheconclusonsfroma
number of udiestoidentify dysfunctiona
effectsassociated with certain practices.
Itisevident that aclear vison of con-
trols should be devel oped, sinceimple-
menting patchesinanillogical andinco-
herent manner, particularly when some-
thing goeswrong, may further compro-
mise an organization. Nevertheless, re-
searchers, such asRuggeri, et a. (2000),
report that thereislittle support or insight
toasss organizationsinreassartinge-mail
systemsfor businessuse. Indeed, Rudy
(1996) reported that the continued expe-
rienceof thenegativeeffect of email sys-
temsmay imply that not enough research
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Table 2. The suitability of a case study for the requirements of the research

Resear ch Requirements

Case Study M ethod

To address the lack of research into how
to take an organizational view of e-mail

Enables exploration of an areain which few previous studies have been
carried out (Benbasat et al., 1987), focusing on organizational rather than
technical issues (Yin, 1994).

To establish how organizations control
and monitor their e-mail systems

Enables the capture of redlity in more significant detail, permitting
analysis of more variables than possible with other research methods
(Galliers, 1992).

To gain an understanding of the
contextua environment in which the e-
mail system functions

Provides a natural context within which acontemporary phenomenon is
to be studied, where the focus is on understanding the dynamics present
(Benbasat et al., 1987).

Table 3. Organizational input into the study

Company A Company B Company C Company D
Industry Manufacturing Financia Services Financia Services Telecommunications
No. of employees 1200 500 600 650
Year that email wasinstalled | 1995 1998 1998 1998

Managers and no. of
interviews

HR (x5), IT(x5).

HR (x5), IT(x5).

HR (x5), IT(x5), Rep.

HR (x5), IT(x5).

No. of group interviews

5 (staff) x 3
(interviews)

5 (staff) x 3
(interviews)

5 (staff) x 3
(interviews)

5 (staff) x 3
(interviews)

Documentation

E-mail policy, logs,
notices, handbook

E-mail policy, logs,
notices, handbook

E-mail policy, logs,
notices, handbook

E-mail policy, logs,
notices, handbook

Research period

Jul02-Sept03

Feb02-Apr03

May02-Jul03

Apr02-Jun03

hasbeen doneinthisarea. Despitethis,
few studiesof e-mail systemshave been
conducted in recent years.

METHOD

Thisstudy aimsto providean orga:
nizational anaysisof themonitoring and
control of e-mail systems. The casestudy
method isconsidered suitable, asitisa
rich sourceof data; and analytic generali-
zation can be applied, whereprior theory
isused asatemplatefor comparing the
empirica results(Yin, 1994). Multiplecase
designsare desirable when theintent of
theresearchisdescription, asit alowsfor
cross analysis and extension of theory
(Benbasat et al., 1987). The appropriate-
nessof themultiple caseapproach for this
study isclarifiedin Table 2. Four organi-
zations (see Table 3) were deemed suit-
ablefor participationin thisstudy, based
onthefollowing criteria:

» Theorganization agreesto participate
fully inthestudy;

» Theorganization hasalarge commu-
nity of email users;

» Thee-mail sysemisingaledforalong
period of time;

» Theorganization consdersthee-mail
systemto beavital component of their
electronic bus nessinfrastructure; and

» Theorganizationistaking measuresto
exert control over itse-mail system.

According to Rogers (1986), high
quality communicationsresearch should:

» Obtainmultiplemeasuresfrom severa
independent sources;

» Use objective data sources, such as
computer-monitored data, corporate
records, archiva materials and soforth,
rather thanjustindividuas sdlf-reports,
asgatheredin personad interviewsand
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by questionnaires, and

 Utilize unobtrusive measures so that
obtaining the data does not affect the
databeing gathered.

Following the approach outlined by
Rogers(1986), datacollectionineach or-
ganizationtook placeover a15-month pe-
riod using semi-structured interviews, fo-
cusgroup interviews, document analysis,
and electronic datacollection. A semi-
structured interview method wasused to
facilitateamore contextua understanding
of the phenomenaandto develop arich,
descriptiveimpression of theeventswhile
exploring their occurrencein each organi-
zation. Suchinterviewstook placewith
the human resources (HR) and informa-
tiontechnology (IT) managersineachor-
ganization, asexigting sudiesindicatethat
such managers play an integral rolein
managing organizationa e-mail systems.
Semi-structured focus group interviews
with other staff were conducted in order
to triangulate findings. Documents ana-
lyzedincluded e-mail policies, manuals,
documentation, and e-mail notifications
about e-mail usefrom each organization.
Finally, 15 months of e-mail monitoring
datagathered fromeach organizationwere
gathered and anayzed. Thesedataflows
provide opportunitiesto understand the
application, management, and conse-
quencesof e-mall systems. Thedatagath-
ered were analyzed through timeframes
denoted by pre, initial, early, and later
implementation of e-mail monitoringSmi-
lar to those utilized by Rice (1990).

RESULTS

All four companiesexercised little
control over e-mail system usageinthe
early sagesof diffusion, dlowing staff un-
restricted e-mail communication. Thisap-
proach to e-mail management changed
dramétically after theintroduction of emall
monitoring softwarein each company in
2002. Table4 describesthetechnical, for-
mal, and informal controls adopted by
each organizationin pre-implementation
andduringtheinitid, early, and later Sages
of email monitoringimplementation. Table
4asoillustratesthat there areanumber
of differencesin how each of theseorga-
nizationsmonitor and control their e-mail
systems. All four IT managerswere con-
cerned that therewas aproblemwith e-
mail usage. Prior toimplementing e-mail
monitoring, they had noway of achieving
an organizational perspective of e-mail
use. Company A decided to implement
monitoring in order to establish greater
transparency and visibility of e-malil us-
age, toensurethat it wasn't negatively af -
fecting business transactions, and to
smoothly moveto future communication
tools. Company B’sand Company D’s
primary objectivesweretoimprovethe
management and efficiency of e-mail and
to control personal use. Company C was
directed by corporate headquarters to
monitor e-mail after productivity concerns
related to personal use arosein another
divison.

Technica controlsformed thethrust
of dl four organizations' effortsto moni-
tor and control e-mail usage prior tothe
implementation of e-mail monitoring soft-
warein 2002. Yet thesetechnica controls
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Table 4. E-mail controls prior, during and post e-mail monitoring implementation

Controls Company A | Company B ‘ Company C Company D
Pre-lmplementation of E-Mail Monitoring

Technical Installed e-mail in 1995. Installed e-mail in 1998. Installed e-mail in 1998. Installed e-mail in 1998.
Irregularly updated anti- Irregularly updated anti-virus | Irregularly updated anti- Irregularly updated anti-virus
virus software since 1996. software since 1998. Basic virus software since 1998. | software since 1998. Basic

filtering since 1998. Basic filtering since 1998. | filtering since 1998.

Formal IT formally responsible for IT formally responsible for IT and HR formally IT and HR informally
e-mail. E-mail accountsonly | e-mail. Basic informal local responsible for e-mail. responsible for e-mail. Basic
examined to eliminate policy, but poorly Basic informal local informal local policy, but
viruses or technical errors. communicated and poor policy, but poorly poorly communicated and poor
Staff e-mail contacts availability. E-mail accounts | communicated and poor availability. Mailboxes only
buffered internally. audited if incidentsreported | availability. Mailboxes examined for viruses/technical

by staff. only examined to errors.
eliminate viruses/technical
errors.
Informal Basic e-mail training on Technical e-mail manual
technical issues for all staff. | provided.
Initial Implementation of E-Mail Monitoring (First Month)

Technical Initia covert monitoring Initial covert monitoring Overt monitoring begins Initial covert monitoring begins
beginsin July 2002 to beginsin March 2002 to in May 2002. in April 2002 to generate
generate metrics. New e- generate metrics. metrics.
mail application installed.

Basic e-mail filtering.

Formal E-mail Management Group | IT reluctantly continued e- E-mail management HR and IT continue informal e-
(EMMG) assumesformal e | mail management. committee assumed mail management. New e-mail
mail management. Basic e- formal e-mail policy drafted from US policy.
mail policy created. Gradual management. E-mail
implementation of policy updated. Policy
monitoring and control published on intranet and
chosen in order to set and in staff handbook.
visibly attain targets. Presentation and copy of

policy on e-mail for all
staff.

Informal Staff given training on e-
mail, filtering, anti-virus
software, and monitoring.

Early Implementation of E-Mail Monitoring (2-7 Months)

Technical New anti-virus software Receipt facility disabled IT support filtering, virus,

except for urgent e-mail. and mailbox management.

Formal Staff e-mailed about policy Staff and managers e-mailed | Dedicated e-mail address Policy only available by e-
and monitoring. E-mail about policy and monitoring. | created for the e-mail mailing HR. Overview of
presentation for managers Policy onintranet and in management committee so | policy on login screen.
and supervisors. Policy only | staff handbook. Some staff that staff can provide
available by e-mailing HR. warned by e-mail about feedback or queries about
Staff formally reprimanded abuse. Some staff given e-mail use and
for e-mail abuse. verbal warning. management.

Informal Staff e-mailed to compel Staff e-mailed to compel Staff sent monthly
relevant e-mail subject relevant subject headings. feedback on monitoring.
headings. All staff reminded | Staff e-mailed regarding e- Supervisors asked to
by e-mail to read and adhere | mail abuse and policy. Some | coach some staff after
to policy. staff receive second warning | minor policy infractions.

about abuse. E-mail policy sent to staff
for suggestions.

were poorly implemented with redundant
anti-virussoftwareand ineffectivefiltering
rules. Furthermore, the IT department
dominated systemsimplementation and
management, relying on technically fo-

Table 4 cont. on next page

cused training and/or technically written
user manuals. E-mail policies, wherethey
did exist, were poorly written and inad-
equately communicated. E-mail accounts
werenot audited, asit wascons dered too
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(cont.)
Controls ‘ Company A Company B Company C Company D
Latter Implementation of E-Mail Monitoring (8-15 Months)
Technical Automatic online anti-virus | Filtering software upgraded E-mail system Automatic online anti-virus
software updates. for internal e-mail. Failed reconfigured to software updates.
Extensively reconfigured attempt to technically automatically empty
filtering software. Many file | configuretime limitson deleted e-mail. Filtering
attachments blacklisted. unopened e-mail. Automatic | software upgraded to filter
Web-based e-mail accounts | online anti-virus updates internal e-mail and
blocked except for contact enabled. Reconfigured e- attachments. Automatic
with five nominated mail to receive only and online anti-virus updates
family/friends. reduced storage for some enabled. Attachments
staff. Web-based e-mail to/from Web-based e-mail
blocked. accounts subject to
permission.

Formal E-mail privileges revoked Disciplinary report placed in | Staff informed that Staff member suspended for
for gross violations of policy | some staff files but later attachments to/from Web disclosing sensitive data by e-
and backup failure. Business | rescinded. based e-mail accounts mail. Extensive review of the
contacts warned that non- would be subject to audit trail generated by e-mail
business e-mail would be permission. Staff informed | monitoring undertaken.
reported. Staff must sign that attachments
liability form to accept transmitted internally
private attachments. would be limited to alist

of approved file types.
Informal Staff e-mailed monthly with | E-mail security awareness Staff e-mailed monthly Automatic e-mail policy
feedback to encourage course covering technical, feedback and tips on reminder sent.
policy compliance. Staff content, and legal issues for improving mailbox
contributes addresses to all staff . Supervisors management. Training
anti-SPAM catalogue. One- | instructed to coach staff program devised for new
day e-mail course for individually. members of staff.
managers and supervisors Supervisors asked to
coach staff.

Table 5. Initial problems exposed by e-mail monitoring in each company

Company Level of Non-Business | Initial Problems Exposed by Monitoring in Each of the Companies
E-Mail Transmitted

Company A 40% Substantial non-business use; group-specific information e-mailed
company-wide; excessive e-mail storage; volumes of undeleted e-mail.

Company B 32% Relatively high level of non-business e-mail use; widespread forwarding
internally; e-mail unopened for excessive periods.

Company C 15% Knee-jerk reaction to overt monitoring may have contributed to low levels
of non-business e-mail abuse.

Company D 28% Reasonably high level of non-business e-mail use; relative efficiency when
managing e-mail; satisfactory e-mail-turnaround; attachments infrequent.

time consuming. Accountswereaccessed
only todiminatevirusesor to rectify ma-
functions. Initia monitoring reveded quite
anumber of problemswith e-mail usage
ineach of these organi zations, asoutlined
inTable5. Interestingly, it took theimple-
mentation of another technica contral (i.e,
e-mail monitoring software) toinject some
effort by each of the companiesinto de-
veloping forma e-mail system controls. It
isalsoworth noting that, after theimple-

mentation of e-mail monitoring software,
feedback from thistechnical control was
also the primary motivator for every up-
date and fine-tuning of formal and infor-
mal controls, whiledsoidentifying areas
wherefurther controlswere necessary.

ANALYSISAND

DISCUSSION
The study revealsfour elementsto
be particularly importantinmonitoringand
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Table 6. Delegation of responsibility for

e-mail management in each company

Company A

Company B [ Company C | Company D

Legal input No

No Yes No

User input No

No Yes No

HR input Yes

Yes Yes Yes

IT input Yes

Yes Yes No

Other managers Yes

No No No

E-mail management style | Formal

Formal Formal Informal

controlling e-mail systemswithintheor-
ganizationsdudied. Thesedementsare(1)
forming an e-mail system management
team, (2) formulatingane-mail palicy, (3)
engagingine-mall sysemtraining, and (4)
creating and maintai ning awareness of e-
mail policy.

Formingan E-Mail System
M anagement Team

Previous research (Wolinsky &
Sylvester, 1992) has suggested that orga-
nizations should establish aformal com-
mitteeconssting of thel T manager, acom-
pany lawyer, an HR officia, an executive
management representative, aunion rep-
resentative, and ageneral power user to
overseee-mail management. Table6 out-
linesthe organi zational membersrespon-
sblefor email management ineach of the
four companies. Company A established
theE-Mail Management Group (EMMG),
consigting of thel T and HR managers, a
busi ness processimprovement manage,
and an operations manager. Interestingly,
Company C was the only company to
seek legal input and to allow an el ected
daff representativetojointhee-mail man-
agement committee. Responsibility in
Company B wasreluctantly accepted by
thel T Manager. Wolinsky and Sylvester
(1992) concluded that failing toformally

appoint anindividual or toformacom-
mitteeto managethe e-mail system may
mean that nobody will assumethisrespon-
sibility, leading to an uncoordinated and
digointed approach to managing the sys-
temandalack of directionfor users, which
could resultin systemsfailure. Company
D faledtoformalizeresponghility for pur-
suing improvementsin e-mail usage, and
neither the HR manager nor thel T man-
ager voluntarily accepted the task. Al-
though processing and analysisof moni-
tored dataoccurred monthly, neither man-
ager reviewed thedataeffectively.

Engagingin E-Mail System Training

It has been proposed that organiza-
tionsshould have e-mail systemtraining
programsfor new and existing employ-
ees, asthese programs may reversethe
trendin computer misuse (Banerjeeet d.,
1998). However, research (Attaran,
2000) hasshownthat organi zationsrarely
train employeesnot to misusee-mail sys-
tems. The majority of managers inter-
viewed citetheallocation of staff, time,
and financial resourcesasmajor detrac-
tionsfromthetraining and education pro-
cess. Thiscontributesto agreater reliance
ontechnical controls. Consequently, none
of themanagersinitidly had apostiveat-
titudetotraining. Only onecompany made
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any sgnificant effort torectify itsgpproach
totraining staff to useand managee-mail
moreeffectively. However, themagjority
of managersinterviewed believed focus-
ing primarily ontechnicd issueswhentrain-
ing staff tousee-mail isan oversight, and
that an equal, if not greater, portion of
training should focuson e-mail behavior
and policy. Company C trained al staff
whenintroducing themonitoring software,
astheHR manager wasconfident thet once
staff knew the negativeimpactsof e-mail
and how it could affect the company, bet-
ter e-mail management would prevail. The
I'T manager believed that dlowing the staff
representativeto deliver alargeportion of
the non-technicd training grestly contrib-
uted to staff acceptance of e-mail policy,
astraining wasdelivered at their level of
understanding by oneof their colleagues,
so staff was supportive of the process.
Company B waited 14 monthsafter imple-
menting monitoring to conduct asecurity
awareness course highlighting technical,
content, and legd issuesfor dl gaff. While
permanent Saff at Company A hadavailed
of initia technical training one-mail, the
withdrawd of e-mail privilegesfromsum-
mer interns, who had received notraining
whatsoever, revealed aglaring need for
ongoingtraining. After 11 monthsof moni-
toring, Company A triedtoredresstraining
by holding aone-day coursefor managers
and supervisors, but other staff members
wereoverlooked yet again. However, this
gpoproachisquestionable, assomeresearch-
ers(Banerjecet d., 1998) arguethat one-
off training sessonsmay not be sufficient
to combat e-mail system abuse.

With the general exception of staff
from Company C, focus group partici-

pantswererather critical of the support
provided by thel T department with filter-
ingand mailbox maintenance. Interestingly,
informd controlsintheguiseof Saff coach-
ing becamevery appropriate after afailed
attempt in Company B to create atechni-
cd control toforcetimelimitson unopened
customers e-mail inquiriesfor moreeffi-
cient responsetimes. Unabletoreconfigure
thee-mail software, staff supervisorswere
charged with providing staff with further
instruction on reducing volumes of un-
opened e-mail and responding to e-mail
moreefficiently. At no point had Company
D engagedine-mail training, despitetak-
ing seriousdisciplinary action against one
employee. Table 7 reved sthe attitude of
the study participants to elements of e-
mail trainingidentified asimportant by pre-
viousresearchers. In particular, Table 7
highlightsthetimelinefor thedelivery of
these elementsin each of the companies.

Formulatingan E-Mail Policy

Research by Attaran (2000) has
shown that organi zationsoften lack clear
policiesto prevent the negative effects of
e-mail. Thisview is confirmed by this
study, asthe policiesanayzed were gen-
erally found to be poorly written and of -
ten confusing and contradictory. Although
thee-mail policy of each company stated
that e-mail should beallocated only if the
user had anexplicit busnessusefor it, each
organization provided universa accessto
the corporate e-mail system. Some re-
searcherswould argue that thismay not
be detrimental, ase-mail isan essential
businesstool (Anderson, 1999), and pro-
hibiting access eliminates its benefits
(Sproull & Kieder,1991). Insuchcircum-
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Table 7. The delivery of important elements of e-mail training/coaching in each

company
CompanyA | CompanyB | CompanyC | CompanyD
1. Explain how to send an email Pre* L atter Initial Never
2. Explain how to send and receive and attachment Prex L atter Initial Never
3. Explain how to archive, backup, delete and empty folders Never Never Initial Never
4. Explain emailsimpact on the corporate network Never L atter Initial Never
5. Describe how to deal with SPAM/unsolicited/unwanted email Pre* L atter Initial Never
6. Explain how to check for and remove viruses or suspicious files Prex L atter Initial Never
7. Explain how to setup and useinternal distribution lists Never Never Never Never
8. Explain how to deal with ingppropriate email Never Never Never Never
9. Explain how to establish personal filtering rules Pre* Never Initial Never
10. Discussthe critical nature of email as a business tool Never Never Initial Never
11. Discussthe current email practices of staff in the organisation Latter** L atter Never Never
12. Discussthe legal and ethical implications of email abuse L atter** L atter Initial Never
13. Describe what communications are unsuitable for email Never Never Never Never
14. Discuss the organisations efforts to filter and monitor email L atter** L atter Never Never
15. Discuss prohibited email addresses and content L atter** L atter Initial Never
16. Discuss how staff report violations of email policy L atter** Never Never Never
17. Request staff to encourage more appropriate email use by colleagues L atter** Never Never Never
18. Discuss disciplinary action for violations of email policy Latter** L atter Initial Never
19. Obtain feedback on further training requirements Never Never L atter Never

Legend: Never = Never Implemented:;

Pre = Pre-implementation of e-mail

monitoring; Initial = initial implementation (1st month); Early = early implementation
(1-6 months); Latter = latter implementation (7-15 months); * All Staff; ** Supervisors

& Managers Only

stances, it has been argued that it ises-
sential for organizations to establish a
clearly defined e-mail policy (Whitman et
d., 1999). However, only Company Cand
Company D clearly described and ex-
plained the value of e-mail asacritical

businesstool in user policiesand litera-
ture. However, despite several managers
being involved in drafting Company A's
e-mail policy during theimplementation of
monitoring, their combined contributions
amounted to copying and pasting para-
graphsfrom the policiesof other organi-
zations. Company D’s revised e-mail

policy, drafted Sx weeksafter implement-
ing monitoring, was 15 pagesin length,
legaistic- andjargon-laden. Theinformal

management of thee-mail system effec-
tively led the HR manager to modify the
e-mail policy of acorporatedivision based
intheUStofitthelrishdivisonrather than

engaging inadiscussonwith other stake-
holders. Company C'sHR manager be-
lieved theimplementation of monitoring
forced arethink about e-mail policy and
itscommunication, astheHRand I T man-
agers, thecorporatelega department, and
a staff representative were engaged to
draft the new policy. Company B never
updateditse-mail policy after implement-
ing monitoring. Someauthors (Wolinsky
& Sylvester, 1992) suggest that employ-
ees should sign thee-mail policy to ac-
knowledge an understanding of itscon-
tents and compliance, but none of the
managersinterviewed believed thiswas
prudent, asfailureto sign updates could
be problematic. Recommendationsthat an
e-mail policy should bereviewed and up-
dated at least once ayear are not uncom-
mon (Flood, 2003). However, noneof the
organizationsupdated their policiessince
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implementing e-mail monitoring, despite
making changesto e-mail management
procedures on anumber of occasions.
Zerotolerance of personal useof e-
mail isunacceptableto staff ineach orga
nization, asmany staff members depend
one-mail to maintain persona communi-
cationswith family and friends. Limited
personal use appearsto be acceptableto
management and staff in all companies.
Confusingly, thisisnot reflected in Com-
pany A'se-mail palicy, whichexplicitly pro-
hibits persond useof e-mail, whilethee-
mail policies of Company B and Com-
pany D only permit persond useof e-mail
outside of working hours. Company C's
policy permitslimited persond useduring
working hoursonly. Intervieweesat all
companies believe that policies should
outline prohibited keywords and attach-
mentsto increase complianceand reduce
misunderstandings, yet only Company A
attempted to do so. However, Company
A'sHR manager warned that specific defi-
nitionsleaveyou opento oversightsand
thepossibility of definition expiry. Only
Company A and Company D had clear
referencesto e-mail monitoring. Company
B’spolicy expressestheright to monitor
all e-mail but specifically refers to
MAILsweeper filtering software. Com-
pany B’sE-Mail Procedures document
gatesthat interna e-mail shal not be sub-
ject tointerception or inspection. Com-
pany C’spolicy doesnot mention moni-
toring but statesthat staff should haveno
reasonabl e expectation of privacy of com-
munication. Many researchersrecommend
that organi zationsa so should define how
breachesof e-mail policy will bededtwith
(Banerjeeet a., 1998). Only Company

A’'sand Company D’spoliciesassert the
right to take disciplinary action up to and
including dismissa. However, Company
D’spolicy citesheavily from severd acts
of USlaw that havenolega basisinIre-
land. Inaddition, intervieweesfound such
lawsdifficult to assmilate. Company B's
e-mail policy doesnot mentiondisciplin-
ary action. Although Company C'spolicy
cautionsthat improper e-mail useissub-
jecttodisciplinary action, staff members
arereferred to aCorporate Code of Dis-
ciplinethat containsno referencetoe-mail
abuse. Table 8 revealstheattitude of the
study participantsto e ementsof ane-mall
policy identified asimportant by previous
researchers. Furthermore, Table8 evalu-
atestheinclusion of sucheementsineach

company’spalicy.

Creatingand Maintaining
Awar eness

It has been proposed that organiza-
tions must create awareness of e-mail
policy by formaly presentingittoal em-
ployees, by includingitintheemployee
handbook, inmemos, and at meetings, and
by publishing it on the company intranet
(Sipior & Ward, 2002). Nevertheless,
creating and maintaining awareness of e-
mail policy areweak inthree of thecom-
panies. Table 9 showsthat only Company
Cformally presented thee-mail policy to
al saff, while Company A only presented
the policy to managersand supervisors.
Theprimary method for conveyinge-mall
policy appearsto beby e-mail. Thismay
not be sufficient or gppropriateto achieve
achangeinusers attitudestoward e-mail
systemsusage. It hasbeen proposed that
theprimary defense against ingppropriate
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Table 8. The consideration of important elements of e-mail policy by each company

CompanyA | CompanyB | CompanyC | CompanyD
1. Ensurethat policy is easy to read Adequate Adeguate Extensive Not
2. Personally present the email policy to staff Not Not Extensive Not
3. Statecritical nature of email Not Not Extensive Extensive
4. Explain technical implications of email use Poor Poor Adequate Adeguate
5. Explainlegal implications of email use Poor Poor Poor Extensive
6. Explain ethical implications of email use Poor Poor Poor Extensive
7. Establish rulesfor sending/receiving email Adequate Poor Poor Poor
8. Establish rulesfor receiving/sending attachments Extensive Poor Poor Poor
9. Establish rulesfor virus and security checks Poor Poor Poor Poor
10. Explain why email folders need to be managed Not Adeguate Adeguate Not
11. Explain why monitoring is necessary Adeguate Poor Not Adeguate
12. Explain how email is monitored Adequate Not Not Adequate
13. Explain why filtering is necessary Adeguate Not Poor Adeguate
14. Explain how emall isfiltered Poor Extensive Poor Poor
15. Define prohibited content and attachments Adequate Not Not Not
16. Definelimitations on internal and external contacts Extensive Not Not Not
17. Definelimitations on personal use of email Poor Adeguate Adequate Poor
18. Establish privacy of personal use Poor Poor Adeguate Poor
19. Describe disciplinary action for violating policy Adequate Not Poor Poor
20. Identify what training/support is available for staff Not Not Extensive Not
21. Obtain written/electronic confirmation of policy acceptance Not Not Not Poor
22. Schedule regular reviews of policy content Not Not Not Not
Legend: Not = Not Performed; Poor = Performed Poorly; Adequate = Performed
Adequately, Extensive = Performed Extensively
Table 9. Creating awareness of e-mail policy in each company
Company A Company B Company C Company D
Policy on the intranet No Yes Yes No
Policy e-mailed to staff Yes Yes Yes No
Copies of policy distributed No No Yes No
Palicy in the handbook No Yes Yes No
Policy on login screen No No No Yes
Presentations on e-mail use Managers and No Yes No
Supervisors only

information systemseactivitiesistoincrease
theawarenessand understanding of what
therisksareand how they arise(Sipior &

Ward, 2002). Consequently, overt com-

muni cation methods, such asbroadcast-
ing the policy on the computer screen
when accessing the e-mail systemisad-
vised (Sipior etd., 1996). Although Com-
pany D isthe only company to placethe
e-mail policy onthee-mail systemlogon
screen, itistheonly way inwhichthecom-
pany createsand maintai ns awareness of
thee-mail policy, andit consstsonly of a

rather brief synopsisof thepolicy. Rather
than choose any form of personal com-
munication, itisclearly evident from Table
9 that each organization dependsonthe
e-mail systemto convey reminders, up-
dates, feedback, warnings, and user tips.
However, intervieweesin two companies
reveal ed that notifications often werede-
leted or filed without being read.

CONCLUSION
Thisstudy aimstoimproveour un-
derstanding of the operation of e-mail
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Table 10. Key factors for effective monitoring and controlling of e-mail use and

management

Technical

Management must ensure that anti-virus software is effective and regularly updated.
Management must ensure that effective filtering rules are developed and applied.

Formal

Management must delegate responsibility for managing e-mail to acommittee. The task is
too great and too complex for one or two individuals.

Management must put alot of time and effort into drafting and updating the e-mail policy.
Management must devote substantial time to creating awareness of the e-mail policy.
Management must explain to staff the critical nature of e-mail to the organization.

Informal
may not be sufficient.

Management must continuously maintain awareness of e-mail controls. E-mail notifications

Management must educate and train existing, new, and temporary staff about the technica,
legal, ethical, and social aspects of e-mail.

monitoring and control methodsin orga-
nizetiond contexts Thefindingshighlightthe
need to formul ate acoordinated response
consisting of technical, formal, andinfor-
mal controlsas part of an organizational
gpproachto e-mall management. Based on
theandysisof thestudy findings, Table 10
identifiesthekey technica, formd, andin-
forma controlsfor monitoring and control-
ling e-mail systems. Thesecontrolsarea
subset of thoseidentified by previousre-
searchers(outlined earlierin Table 1) and
reflect thefindingsof thestudy ontheinter-
action between controls. Thisconclusionis
not an attempt to downplay theimportance
of other controlsbut rather to highlight the
importance of certain controlsinan orga
nizationa context. Overal, thestudy has
advanced our understanding of the appli-
cation of e-mail monitoring and control
methodsin an organizational context by
applying a qualitative methodology to
complement theresultsof previousquanti-
tative studies. Nevertheless, thefindings
fromthestudy aretentativeandfurther re-
searchisrequired.
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